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Abstract. We consider the problem of security constrained optimal con-
trol for discrete-time, linear dynamical systems in which control and mea-
surement packets are transmitted over a communication network. The
packets may be jammed or compromised by a malicious adversary. For a
class of denial-of-service (DoS) attack models, the goal is to find an (op-
timal) causal feedback controller that minimizes a given objective func-
tion subject to safety and power constraints. We present a semi-definite
programming based solution for solving this problem. Our analysis also
presents insights on the effect of attack models on solution of the optimal
control problem.

1 Introduction

Attacks to computer networks have become prevalent over the last decade. While
most control networks have been safe in the past, they are currently more vul-
nerable to malicious attacks [7,18]. The consequences of a successful attack on
control networks can be more damaging than attacks on other networks because
control systems are at the core of many critical infrastructures. Therefore, ana-
lyzing the security of control systems is a growing concern [4,7,12,13,15,18].
In the control and verification community there is a significant body of work
on networked control [16], stochastic system verification [6, 1], robust control [2,
11,3,10], and fault-tolerant control [21]. We argue that several major security
concerns for control systems are not addressed by the current literature. For
example, fault analysis of control systems usually assumes independent modes
of failure, while during an attack, the modes of failure will be highly corre-
lated. On the other hand, most networked control work assumes that the failure
modes follow a given class of probability distributions; however, a real attacker
has no incentives to follow this assumed distribution, and may attack in a non-
deterministic manner. Finally, the work in stochastic system verification has
addressed safety and reachability problems for fairly general systems; however,
the potential applicability of these results for securing control systems has not
been studied.

In this article, we formulate and analyze the problem of secure control for
discrete-time linear dynamical systems. Our work is based on two ideas: (1)



the introduction of safety-constraints as one of the top security requirements of
a control system, and (2) the introduction of new adversary models—we gen-
eralize traditional uncertainty classes for control systems to incorporate more
realistic attacks. The goal in our model is to minimize a performance function
such that a safety specification is satisfied with high probability and power lim-
itations are obeyed in expectation when the sensor and control packets can be
dropped by a random or a resource-constrained attacker. Our analysis uses tools
from optimal control theory such as dynamic and convex programming.

1.1 Attacks on control systems

Malicious cyber attacks to control systems can be classified as either deception
attacks or denial-of-service DoS attacks.

In the context of control systems, integrity refers to the trustworthiness of sen-
sor and control data packets. A lack of integrity results in deception: when a
component receives false data and believes it to be true. In Figure 1, A1 and A3
represent deception attacks, where the adversary sends false information § # y
or 4 # u from (one or more) sensors or controllers. The false information can
include: an incorrect measurement, the incorrect time stamp, or the incorrect
sender identity. The adversary can launch these attacks by compromising some
sensors (A1) or controllers (A3).

On the other hand, availability of a control system refers to the ability of all com-
ponents of being accessible. Lack of availability results in a DoS of sensor and
control data. A2 and A4 represent DoS attacks in Figure 1, where the adversary
prevents two entities from communicating. To launch a DoS the adversary can
jam the communication channels, compromise devices and prevent them from
sending data, attack the routing protocols, flood with network traffic some de-
vices, etc.

Lastly, A5 represents a direct attack against the actuators or the plant. Solutions
to these attacks, fall in the realm of detecting such attacks and improving the
physical security of the system.

As shown by the analysis of a database that tracked cyber-incidents affecting
industrial control systems from 1982 to 2003 [4], DoS is the most likely threat
to control systems; therefore in this article we focus on DoS attacks, leaving
deception attacks for future work.

2 Problem Setting

2.1 System Model

We consider a linear time invariant stochastic system over a time horizon k =

0,..., N—1 with measurement and control packets subject to DoS attacks (vx, vk ):
Tpt1 = Axy + Buy + wy, k=0,...,N—1, (1)

up = ViU v, € {0,1}, (2)

Ty = VkTk v € {0, 1}, (3)
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Fig. 1. Attacks on a control system: Al and A3 indicate integrity attacks, A2
and A4 indicate DoS attacks, and A5 indicate direct physical attacks to the
process.
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where z; € R™ and u;, € R™ denote the state and the control input respectively,
wy, € R™ is independent, Gaussian distributed noise with mean 0 and covariance
W (denoted as wy ~ N(0,W)), g ~ N(Z, P) is the initial state, and {v;}
(resp. {vr}) is the sensor (resp. actuator) attack sequence. Also, 2y and wy, are
uncorrelated. The available state (resp. available control input) is denoted by
x§ (resp. uf) after a DoS attack on the measurement (resp. control) packet.
Following [16], for an acknowledgment based communication protocol such as

TCP, the information set available at time k is Z, = {zg, ..., 2%, 5%, 1/6“71} where
v = iy -,y;) and V! = (v, ..., v;). Define ul ™' = (ug, ..., un_1).

We note that due to (3), the controller receives perfect state information xy
when v = 1 and 0 when v, = 0. However, our analysis presented can also be
extended for the case of measurement equation yi! = v,Cszr + V.

2.2 Goals and Requirements

At this stage, we have not specified any restrictions on the DoS attack actions
except that (yg,vx) € {0,1}2 for k =0,...,N — 1. We will impose constraints
on the attacker actions in Section 3.1. Given such constraints, our goal is to
synthesize a causal feedback control law u, = ux(Zy) such that for the system (1),
(2), and (3), the following finite-horizon objective function is minimized

N—-1 T
- - - I, 0 -1 -
IN(Z, Po,up ') = E|anQ ey + ) (j’;) (0 i )Q(ii) | 3, R
k=0 m

(4)

where Q%" > 0, and @ = 0 is partitioned as

_ er 0 (n+m)x(n+m)
Q= ( 0 Quu eR >



and constraints on both the state and the input in an expected sense

-
Tk In 0 ) Tk ) . _ _
E[(uk) (O Vk[m)H,(uk>]§ﬂl fori=1,...,L, and k=0,...,N—1 (5)

with H; > 0 and scalar constraints on the state and the input in a probabilistic
sense

P [t;r (Ié’ Vkolm) <z’;) Sal} >(1—¢) fori=1,...,T, andk=0,...,N —1 (6)
with t; € R™™™ are satisfied. The constraints (5) can be viewed as power con-
straints that limit the energy of state and control inputs at each time step. The
constraint (6) can be interpreted as a safety specification stipulating that the
state and the input remain within the hyperplanes specified by t; and «; with a
sufficiently high probability, (1 —¢€), for k =0,..., N — 1. Equations (5) and (6)
are to be interpreted as conditioned on the initial state, i.e., E[-] := E[-|zo] and
P[] :=P[]xo].

3 Optimal control with constraints and random attacks

3.1 A random DoS attack model

Networked control formulations have previously considered the loss of sensor or
control packets and their impact on the system. While previous results model
packet drops caused by random events (and not by an attacker) we believe these
packet drop models can be used as a first-step towards understanding the impact
of DoS attacks to our objective and constraints.

One of these models is the Bernoulli packet drop model, in which at each time,
the attacker randomly jams a measurement (resp. control) packet according to
independent Bernoulli trials with success probability 7 (resp. 7). This attack
model, referred as the Ber(¥,7) adversary, has the following admissible attack
actions

ABerism = {0 o DIP(w=1)=%P=1) =2, k=0,...,N—1}. ()

For the ABer(w ) model, we can write the Kalman filter equations for the state
estimate 2y, := E[xx|Z)] and the state estimation error ey, := (2 — Zy|x). For
the update step we have

Ty = AZgpe + veBuy and, epp1p = Aeg, + wi
and for the correction step
Thg1fkr1 = Vo1 Zhr1 + (1= Yeg1)Trgape and, eppijprr = (1 — Yer1)erpi)h

starting with Zo_; = Z and egj—y ~ N(0, Fy). It follows that the error covari-
ance matrices Yy = E[ek+1|ke;+1‘k|fk} and Yy, = E[ek“@eglkﬂk] do not



depend on the control input uy. Thus, the separation principle holds for TCP-like
communication [16]. Furthermore, it is easy to see that

E[ek‘kaj;‘k] =0. (8)
Taking expectations w.r.t. {7}, the expected error covariances follow
E,[Ziian] = AE, [Dp] AT + W and, By [Ty 1jpga] = (1= 1)Ey [Zkypels
for k=0,..., N —1 starting with the initial condition Yy _; = Fy. For the ease

of notation, we denote Txi1 := Tpy1|ks €kt1 = €pp1jp, and Vg1 1= iy
Using the Kalman filter equations we obtain for k =0,...,N — 1

Trt1 = ATy + v Buy + i Aex, 9)
ep+1 = (1 — yi)Aep + wy (10)
E,[Zin] = (1 - 7)AE,[Z]AT + W. (11)

Definition 1. For Bernoulli attacks, (v} *,v) ') € ABer(a ») over systems

controlled over TCP-like communication protocols, the safety-constrained robust

optimal control problem is equivalent to minimizing (4) subject to (9), (11), (5)
and (6).

3.2 Controller parameterization

In this section, we deal with the safety-constrained optimal control problem as
defined in Definition 1. Naive implementation of the control law uy = — Ly
may not guarantee constraint satisfaction for any initial state. Recent research
has shown that for the optimal control problems involving state and input con-
straints, more general causal feedback controllers can guarantee a larger set of
initial states for which the constrained optimal control problem admits a feasible
solution [3,10, 17,14, 19]. Specifically, these approaches consider the problem of
designing causal controllers that are affine in all previous measurements such
that a convex objective function is minimized subject to constraints imposed by
the system dynamics, and the state and inputs constraints are satisfied.

When considering a system under DoS attacks, (1), (2), and (3), the class of
causal feedback controllers can be defined as an affine function of the available
measurements, i.e.,

k
uk:ﬂk—&—Z'ijk,jmj, k=0,...,N—1 (12)

Jj=0

where 4, € R™ is the open-loop part of the control, and My ; € R™*™ is
the feedback gain or the recourse at time %k from sensor measurement x;. For
a lost measurement packet, say z; for v, = 0, the corresponding feedback
gain My, ;» has no contribution toward the control policy. We note that the



above parameterization can be re-expressed as an affine function of innova-
tions vgp—1 = Yk(Tk — Tpp—1) = Tker as

k
uk:uZ—I—Z’ijk,jej, k=0,...,N—1 (13)

=0

_ k ;
o .__ . . . e
where ug =t + > oV Mi -1

Remark 1. When only the current available measurement is used for computing
the feedback policy, the mapping u can be expressed as

up = U, + Ve My pxr = ug, + e Mrex, k=0,...,N—1, (14)

where My, := My, for ease of notation and uy, := g + Vi MyZp p—1- a

3.3 Convex characterization

In this section, we will show that unlike (12), the use of control parameteri-
zation (13) yields an affine representation of state and control trajectories in
terms of the control parameters @ (or uj) and My ;. We use x, X, u, e and

w to denote the respective trajectories over the time horizon 0, ..., N. That is,
x=(zg,.-- ,.Z‘;)T e R+ and similarly for * € R*V+D and e € R*V+1);
u= (uj,...,upy_;)" € R™ and similarly for w € R"V. Using this repre-

sentation, the system (1) and the control parameterization (12) can be written
as

x = Aw + BNu + xq, (15)
u=1a+ MTIx, (16)

where xg, A, B, I', N are given in the Appendix and

Moo 0O .0 .
Mo Mii ... 0 0
My-10 ... Mn-1,n-10 UN-t
Using (15) and (16), we can show that the closed-loop system response can be
written as
be éxw X
= = w - 18

where

Cow = (A +BNMI(I — BNMF)*IA)

Cuw = (MI"(I - BNMF)*IA)
% = x0 + BN@i + BNMI'(I — BNMT) ™} (xo + BN)
@ = MI'(I — BNMTI') '(x0 + BN@) + @



Equation (18) is nonlinear in the control parameters (@i, M) and hence, pa-
rameterization (12) cannot be directly used for solving constrained stochastic
optimal control problems. On the other hand, using (10), the error trajectory
can be written as

e=ey+Hw (19)

where eg and H are also given in the Appendix. Using (19), (15) and the control
parameterization (13) we can re-express the closed-loop system response as

()= (&) ) &

Guw = (A + BNMTH), Guw = MTH
% = BNMTI'eg + x0 + BNu®, it = MTI'eq + u’

where

Thus, we arrive at the following result

Theorem 1. Under the error feedback parameterization (13), the closed loop
system response (20) is affine in the control parameters (u®, M). O

We will now use the error feedback parameterization (13) for our analysis. Al-
ternatively, we also note the following result:

Remark 2. Using the transformation
Q := MI'(/ - BNMT) ', r:= (I +QBN)i (21)

where Q € RN >*(N+1) and r € R™", the terms in equation (18) can be written
as: Gxw = (I + BNQ) A, Guw = QA,x = (/ + BNQ)X+BNr, and u = QX+
r. Using simple matrix operations, the relations in (21) can be inverted as MT' =
(I+QBN)~!'Q and @ = (I —MI'HN)r. Thus, under parameterization (21), the
closed-loop system response also becomes affine in the control parameters (r, Q).

O

3.4 Safety-constrained optimal control for Bernoulli attacks

For the control parameterization (12), and for the Bernoulli attack model, Ape, 5

we will now solve the safety-constrained optimal control problem as stated in
Lemma 1, i.e., minimize (4) subject to (9), (11), (5), and (6). We state the
following useful lemma

Lemma 1 (Schur Complements). For all X € S, Y € R™*" Z € S™, the
following statements are equivalent:

a)Z =0, X -Y'Z v =0,

Xy’
b)Z>0,<Y Z>>0



For the sake of simplicity we will consider the parameterization (14). How-
ever, our results can be re-derived for the parameterization (12). First, we will

derive the expression for
. ANT
T Tl
() ) ]

Using (14), the update equation for the state estimate (9) becomes

Vi =E

Bpi1 = Adg + v Bug + (A + ve BMy)ex, (22)
and further defining F' = [I,,,0] € R**("+™) we have,
ka+1FT = ijfl =K [-%k+1§:kT+1:|

=E [(Afk + l/kBuZ + ’yk(A =+ l/kBMk)ek)(A:ik + l/)cB’u,Z =+ ’yk(A + I/k-BMk)ek-)T]

() ()
+VA(A + VIBM)E, [Z)(A+ VEBMy) ' V/A

= [AVi [VZBVA] (Vi) ™! [AVi [VZBVA]

+ VA(AE, [Zi] + VIBUL) (B, [5i]) T (AE, [24] + VBUR) T V/A

where we have used Uy = MyE,[X}]. An upper bound on V can be obtained in
the form of the following LMI by replacing the equality by > and using Schur
complements for k=0,..., N — 1:

(FVi F'T) % % %
[AVi vZBVi] T 0Vi s [ =0 (23)
VA(AE,[Xy] + VBU,)T 0 0 E,[X]

The objective function (4) can be expressed as

E [T {Q ezl }] + JZE:E Tr { (ng ngw>} <i:> <i:)T]

= Tr {Q"E [anak] } + Jf Ir { <ng E[wﬁ@““) -

bz
=

— [4|vFB] B ANz

N —

— Tr {Q”E [;@N@H +5 Tr { <ng acSW) E

+ > Tr{Q™E,[Z]}
k=0

Since X does not depend on the control input (refer to eq. (11)), Zszo Tr {Q*E,[X}]}
is a constant and minimizing Jy (z, Py, u(l)vfl) is the same as minimizing

B N-1 0 0
Te [Q™ V) + Z’I‘r{( 0 yQ““) Pk} (24)
k=0



where Vf}i is equal to E [i“ Nﬁ:;] and the upper bound Pj is defined as

o A T ~ o T
Pz E (2’;) (i;:) ] =B (UZ +§:Mk6k> (UZ +'J;:Mk€k) ]
== [ (1) |+ Broe e
ui) \ug) | [0 YUL(E,[Z]) "0
Again using Schur complement, we obtain for k =0,...,N — 1
P * x ]
X’“ S (25)
{\FYUI@] 0 Ev[zk]_
The power constraints (5) can be written as
-
o {H % i) ® [() () }

ol o[ (2) ()

Therefore the power constraints (5) become for i =1,...,L,k=0,...,N —1

} + Tr {H"Ey[ 2]}

Tr {HZ- {Ig V?ﬂj Pk} < B, — Tr {H™E,[54]}. (26)

Thus, we can now state the following theorem

Theorem 2. For the (v) ', 1) ~!) € ABer(:, ») attack model the optimal causal

controller of the form (14) for the system (1), (2), (3) that minimizes the ob-
jective function (4) subject to power constraints (5) is equivalent to solving the
following semidefinite program (SDP):

minvi_’pi’Ui (24)

subject to (23), (25), (26). (27)

P(z,Py,N) : {

O

In order to handle the safety specification (6), we refer to Theorem 3.1 in [5]
which says that for any e € (0, 1), the chance constraint of the form

inf P[d'2<0]>1—¢
d~D

is equivalent to the second order cone constraint (SOCP)

1— ~
\—iTrE+d <0
€




where D is the set of all probability distributions with mean d and covariance
I', d is the uncertain data with distributions in the set of distributions D, and
Z is the decision variable. We claim without proof that safety specifications of
type (6) can be converted to SOCP constraints following [5],[19].

4 Modeling general DoS attacks

From the security viewpoint, it might be difficult to justify the incentive for the
attacker to follow a ABeI‘(fy,f/) model. Therefore, in this section we introduce more
general attack models that impose constraints on the DoS attack actions (v, k).

First, note that if we know in advance the strategy of the attacker—for
any arbitrary sequence (’yév -1 l/év ~1)—we can use the results from the previous

theorem.

Corollary 1. The results of Theorem 2 be specialized to any given attack sig-
nature (v v 1) € {0,132V, 0

However, in practice we do not know the strategy of the attacker, thus we
need to prepare for all possible attacks. Our model constrains the attacker action
in time by restricting the DoS attacks on the measurement (resp. control) packet
for at most p < N (resp. ¢ < N) time steps anywhere in the time interval ¢ =
0,...,N — 1. This attack model is motivated by limitations on the resources of
the adversary—such as its battery power, or the response time of the defenders—
which in turn limits the number of times it can block a transmission. We refer
this attack model as the (p,q) adversary and it has the following admissible
attack actions

Apg = {0 ) € {0, 1Y 1% Ih=N=p, vy ' h>N—q},  (28)

where || - ||; denotes the 1—norm. The size of A,q is 3°7_ (W) - o (Nj\ij).
An interesting sub-class of A, attack actions is the class of block attack

strategies
A ={00 L D e 0PN T = 0,0 =0} (29)

where 7, € {0,...,N —p} and 7, € {0,..., N — ¢} are the times at which the
attacker starts jamming the measurement and control packets respectively. The
size of ATz is (N —p+1) - (N — g+ 1). The intuition behind this attack sub-
class is that an attacker will consume all of its resources continuously in order
to maximize the damage done to the system. In this attack sub-class, p and ¢
can represent the response time of defensive mechanisms. For example, a packet-
flooding attack may be useful until network administrators implement filters or
replicate the node under attack; similarly a jamming attack may be useful only
until the control operators find the jamming source and neutralize it.

We note that Ay, and A7:™ are non-deterministic attack models in that the
attacker can choose its action non-deterministically as long as the constraints
defined by the attack model are satisfied.



4.1 DoS attacks against the safety constraint
One possible objective of the attacker can be to violate safety constraints:

Definition 2. [Most unsafe attack] For a given attack model A and control
strategy pux(Zy), the best attack plan to violate safety specification that a output
vector zi := (Cxy + v Duy) remains within safe set S is

mij[(ka + v Du(ly)) € 8°) for k=0,...,N —1 (30)

where S¢ denotes the unsafe set.

We will now show that for control parameterization (12), the block pg at-
tacks, A7¢™ can be viewed as the best attack plan for violating the safety con-
straint (refer to Definition 2). We can write the system equation (1) as

k
Tp1 = Axy + v By, + vy Z%’Mk,jxj + wg
=0

and for the attack strategy Ajz™:

Az +wy for k =7y, ..., 7u +q¢—1
Az, + Biag + B Y7500 My o

Tht1 = 0 1 (31)
R
+1(k > 70 +p)325:0 My jx; +wy for k = {Tu g N
Now, if we ignore @, and substitute 7, = 0, 7, = p in (31) we obtain
Axp +wg for k=0,...,p+q—1
M Az + BYE My for k = N-1 (32)
fL'k»+ Z]:p kgj',I:j or _p+q77 -

Thus, using the attack strategy Ag’; , the first p4+ ¢ — 1 time steps evolve as open-
loop and beyond time step p + ¢, the system evolves as closed using available
measurements since time p. With this strategy output vector zj is expected to

violate the safety constraint in the shortest time.

5 Formulation of new challenges

From the controller’s viewpoint, it is of interest to design control laws that are
robust against all attacker actions, i.e.:

Definition 3. [Minimaz (robust) control] For a given attack model A, the secu-
rity constrained robust optimal control problem is to synthesize a control law that
minimizes the maximum cost over all (vévfl,l/évfl) € A, subject to the power

and safety constraints. This can be written as the minimax problem

Hg}izr;)mjx[(ll) subject to (1),(2), (3), (5) and, (6)]. (33)



In general, we note that the problem (33) may not always be feasible. When A is
probabilistic, Definition 3 can be treated in sense of expectation or almost-surely.

On the other hand, from the attacker’s viewpoint, it is of interest to determine
the optimal attack plan that degrades performance, i.e.,

Definition 4. [Mazimin (worst-case) attack] For a given attack model A, the
optimal attack plan is the attacker action that mazximizes the minimum operating
costs. This can be written as the mazximin problem

max #I:%izri) [(4) subject to (1),(2), (3)]. (34)

As a first effort to analyze these goals we first consider the classical linear
quadratic control problem, and analyze the cost function for the case of (1) no
attacks, (2) ABey (5 ) attacks, and (3) Ap, attacks.

The problem is to find the optimal control policy ur = ux(Zx) that minimizes
the objective (4) for the system (1), (2), and (3). The solution of this problem
can be obtained in closed form using dynamic programming (DP) recursions [9,
16).

We recall that for the case of no-attack, i.e., (yx, ) = (1,1) for all k, the optimal
control law is given by uj = —Lyxy, where Ly, := (BTSk1B+Q") BT S, A
and the matrices Sy are chosen such that Sy = Q** and for k=N —1,...,0,

Sy =ATSk11 + Q™ — Ry,

with Ry = L] (BT Sk4+1B + Q"*)Ly. The optimal cost is given by

N—-1
I =2 S0z + Tr{SoPo} + Y _ Tr{Sk1 W} (35)
k=0

Following [16], the optimal control law for the case of Ape(5,7) attack model is
given by uy = — Ly, where Iy is given by the Kalman filter equations; the
expressions for Ly, Ry, Sy are same as those for the no-attack case, and for
k=N-1,...,0,

Sp=ATS, 1A+ Q% — DRy,

The optimal cost in this case is given by

N-1 N-1

TN Aperis.y = &' S0+ Tr{SoPo} + Y Tr{Sp1W}+ > Tr{PR.E,[Zx]} (36)
k=0 k=0

Lemma 2. Jy 4, > Jy for all (7,7) € [0,1]. 0

We now consider the case of Ay, attacks. We can solve the problem of optimal
attack plan for the A,, attack class (refer to Definition 4):

For any given attack signature, (’yév_l, l/év_l) € {0,1}2V the update equations



of error covariance are Xy 1|, = A2k|kAT+W and Xpp1jpr1 = (1=741) Y1)k
and the optimal cost is given by

IN, Ay, =T SoZ + Tr{SoPo}

N-—-1 N-1
+ D Tr{Sk1Q} + > Tr{(A" Sk 1A+ Q™ — Sp) T} (37)
k=0 k=0

where Sy = @Q*" and for k=N —1,...,0,
Sp=AT Sk 1A+ Q™ — AT Sk 1 B(B' Sk 1B+ Q") 'BT S 1A (38)
and for k=1,...,N—1

)

k k—1 k

e = [JA—mA AT 3 T a—pawa’. (39)

j=1 i=0 j=(k—1i)

Proposition 1 An optimal attack plan for A,q attack model is a solution of the
following optimization problem:

max (37) subject to (38), (39),

pq

Iy~ = (N = p), and vy " 1= (N —q).

We note that while Xy, ,, is affected by the past measurement attack sequence {"E3,
Sy is affected by the future control attack sequence {v;' '}.

Remark 3. We can use dynamic programming or convex duality theory to solve
the problem without the ¢; constraints on 'y(])\Ll and Z/évfl, see [9]. In this case,
it is well-known that the optimal control policy is given by the linear feedback
law that depends only on the current state. To solve the constrained problem as
posed in Proposition 1, we propose to use suitable convex relaxations for the ¢;

constraints and solve the relaxed problem using semidefinite programming. O

In future work we intend to address these problems and extend our results to
deception attacks.
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