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ABS 2 kExE 1L FUJiTSU
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KT FUITSU
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fR =325 /HZ (Quantifier Elimination) FUJITSU
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Cylindrical Algebraic Decomposition (CAD) Frujitsu
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QE tools FUJITSU

CAD, VS, SDC

RAC Fujitsu Laboratories Ltd.
Maple 15 (H.vanami, H.lwane, H.Anai)

: CAD, VS
Mathemama“ Wolfram Research, Inc.
(A.Strzebonski)
CAD

Q E P C A D RISC-Linz + etc.

(G.Collins, H.Hong, C.Brown)

O\REDLOG CAD, VS
Univ. Passau
REDUCE (T.Sturm, A.Dolzmann, A.Seidl)

CAD: Cylindrical Algebraic Decomposition, VS: Virtual Substitution, SDC: Sign Definite Condition
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September 9th FUJiTSU

What day is September 9™?

v
“Debugging Day!”
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Money lost
« 2010 German Bank Card
Year 2010 Bug

Lives lost
*1985 Therac-25
Medical Accelerator
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... Or Human Extinction FUjITSU

False Alarms

1980 NORAD
» 1983 Soviet Union

17 Copyright 2011 FUJITSU LIMITED



Testing, Of Course, But ... It Is Expensive  rujitsu

B | argely manual labor-intensive process

B Software getting larger and more complex every day
W Beyond human capacity to grasp!
W More expensive

product Release

n{ Software Testing
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L Test Plan ﬁ . 0
L Requirements stage

18 Copyright 2011 FUJITSU LIMITED



History of Software Validation FUJITSU

NEC 08 F-SOFT - NEC
Microsoft: 07 Enhanced SLAM - MS \

e "03 SpecC - U of Tokyo \
LD
&) o0 cBMC - MU ‘
12N 00 JPF - NASA \ ‘\04 10

"98 — SPIN — Bell Lab “98 Charter WEAVE Cloud-SE
Change FLA FLA
0
Temporal
Logic ...
@} E. Clarke
.‘60 Beginning A. Pnueli

Flow Chart Verification: R. Floyd
X _ WEAVE: Web Application Validation Environment
CSP: C.A.R. Hoare Cloud-SE: Cloud Symbolic Execution
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Major Players FUJITSU

B NASA
® Why NASA? - History of blowing up rockets to software bugs
® Checking Toyota software
W FLA closely collaborating — JPF, String
B Fujitsu
W As a provider of ICT for critical social infrastructure
H IBM, NEC, HP, Intel, Siemens, MS

B Startups
W Coverity, Reallntent
B Universities

® UC Berkeley, Oxford Univ., Stanford, CMU, NYU, UT Austin, Kansas U
® University of Tokyo, JAIST
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What is Software Validation? FUjITSU

M Calculate whether a system satisfies a certain
behavioral property:

W |s the system deadlock free?
®Whenever a packet is sent will it eventually be received?

M So it is like testing? No, there is a major difference:
W Try exploring all possible behaviors of a system in one run
W Two different techniques:

* Model checking (suitable for hardware, finite state)

* Symbolic execution (suitable for software, infinite state)

B Automation

® Push-button technology needs deep algorithmic research
¥ Most important for commercial acceptance
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Symbolic Execution (SE) FUJITSU

B Each path in the tree represents a (possibly infinite) set of
execution paths

@ is symbolic expression
X, Y, z are symbolic integers

foo(a, b, c) {

int a,b,c;

cC =a + b; = = = =
T a=x,b=y,c=z,9={}
C++;

} \4

return c: P={z=x+y}

}

c<0 c>0
®={(z=x+y) & (z<0)} ®={(z=x+y)&(z>0)}
Path (1)

O={(z=x+y+1)&(z>0)]
Path (2)
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Finding a Bug

FUjITSU
M Property to check :if (a>1) & (b >0))—=(c > 4)
B Negate property:
if (@a>1)& (b >0))=>(c <=4)
B Check at the end of each path of the symbolic execution

Equations at the end of path (1) Equations at the end of path (2)
X>1 } Preconditions X>1 } Preconditions

y>0 y>0

Z=X+Yy Z=x+y+1

z<=0 z>0

7<=44 } Post condition 7<=4 } Post condition

Solve using ILP Solve using ILP

- No solutions - SOLUTION FOUND !
- Property holds - Counter example: x=2,y=1,z=4

/

/

 Bug Uncovered: ifa=2 and b = 1 then ¢ > 4 does not hold in this path
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Symbolic Execution: Advantages FUjiTsu

B Solution of these symbolic expressions can give concrete
traces representing all distinct paths in the program tree

B Complete input space examined in one shot

.........................................................

A A4 Specific simulation test

‘ . cases for (a, b, c);

[Each test case examines only
one point in input space]
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But, Industry Software too Large to Process Frujitsu

Scenario: Given a large software code base, consisting of interacting
heterogeneous components such as client, server, and database. Its server
“locks up” some times and clients receive incorrect data

Client Tier

Custom
Java

Thick
client

DevMagr
Applet
Admin
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Custom
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Internet
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Navigator

MODEL

Web Tier

rmi
iiop
other
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Quick
Forms

MODEL

Custom
JSP Ul

JSP/serviet
Support

HTTP

] Repository
BPM Tier Connectivity
Message
Service
e
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o
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Q-
L]
=
= Enactment
o (Process [
< Definition Everything
§ Interpreter) Else
DMS
T
R,
Mgmt
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Transactions / T Ty
Persistence Directory
—
-
DBMS
e N
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Three-Pronged Approach for Reduction FUJiTSU

Client Tier Web Ti . Repository
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c:jsrcm ” Message
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I
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Thek O
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v 2 Message —
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other (8 . L_1
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Rl educe Irrelevant statements iy
g J| (Process W igents 6
Devhgr p— < | oefinition < i
P B Task § ) . . i | &
aain | & — through static analyS|S EJE
Applet | © quick | 2 Cusiom
Forms [=]
Custom o
Applet custom | = Transactions /

Persistence

Internet
Explorer /
Netscape
Navigator

Slicing

JSPiserviet
Support
HTTP

Abstraction
Reduce the state space by
consolidating states

(53) (54 (s

Abstraction
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Environment Generation: Reduces Scenarios

A
a2
— .

Drivers 4 [
Module \‘i
Stubs

Code Base

(8]
FUJITSU

M Drivers (Test harness, test
drivers)

W Call the module

® Java classes/threads that
Instantiate classes inside the
module and perform sequences of
method calls to the module

B Stubs

W Are called by the module

W Java classes/methods called by
classes inside the module, e.qg.,
library methods
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Slicing: Reduces Code Size to Process FUJITSU

B Chop irrelevant program statements through static analysis

Example below taken from slide 4 of
“The Bandera Model Reduction Tools”
[Linked from “slicing in Bandera” in

Raise m to the power of n: http://bandera.projects.cis.ksu.edu/talks.shtml]

inEt: m 5; [init.1] init:

n I= 2; init.2 n = 2; [In1t.2]
result = 1; [In1t.3]
goto test; Data goto test;
dependence
test: 1f (n<1) Jtest.1] test: 1f (n<1) [test.1]
then end then end
else loop; Sl el else loop;
’ dependence ’
loop: result :-= result*m; [loop.1] loop:
n := n-1; [loop.-2] n := n-1; [loop.2]
goto test; [loop.3] goto test; [loop.3]
end: return; [end.1] end: return; [end.1]
Original Program Sliced Program

Slicing Criterion: C={[loop.2]}
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Abstraction: Reduces State Space FUjiTSU

Trace of abstract state created

Representative
abstract state
Abstraction
. //"' relation
Abstract / yn | | Vo i
Concrete
Real Trace

Set of concrete o
states

B Abstract state transition relation is conservative
B Abstract next states must contain all concrete successors
¥ And possibly more states
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Abstraction: Example

Example Code

Slgns X = ZERO;
:If (Slgns eq(x,ZERO))
: = Signs.add(x,P0S);

o)
FUJITSU

Data Type Abstraction

int

(n<0) : NEG
(n==0): ZERO
(n>0) : POS

Signs : :
{EGEZEROE%
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One Last Trick: Distribution on Cloud FUjiTSU

Cloud Job Queue
J1 | J2 | J3 | J4 | J5 ]

. t

Cloud Worker Nodes

N2 N3

f”” 1 \
1 \
Y
: \
\
\
\
‘(///// \
\
\
/\ Bug
(N1,J33) @ @ (N2, J4)

N4

(N3, J2)

M Distributed it over compute nodes in cloud to enhance
scalability

Performance improvement: 15x speed-up with 25 nodes
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Conclusion (Software Validation) FUjiTsu

To check suspicious To reduce computational
modules loads
\ Environment Generation
Symbolic Execution =} Slicing
On Cloud Abstraction

\ To enhance scalability

> Software validation for large software

Future Work: Higher Branch Coverage
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International Team FUjITSU

B India, China, Korea, Taiwan, Columbia, France,
Spain, Russia, Saudi Arabia, Nigeria, Vietham, Iran,
... Of course, some from US

B Status HLIEX5(E5.

®Visa Status
cBIDRMS/BRDRISERMKETR
« 1) —2h—k CKEKFE)
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¢ _H#Ej]_ﬁ:ﬁ%

BFLA TO Status
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m E R R U5
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